ECHO Degraded Service Event
Event Period: 	08/16/13 3:17pm EST - 08/16/13 3:27pm
System(s) Affected: 	
· Operations
Product(s) Affected: 	
· Catalog Rest API
· Open Search API
· Reverb 
Executive Summary: 
While resolving a legacy ingest concurrency issue, one of the catalog-rest nodes was unable to obtain a lock on the infinispan cache, effectively making that node unresponsive.
Detailed Summary:
[bookmark: _GoBack]At approximately 3:12PM, ECHO Operations began to cycle catalog-rest nodes to resolve an issue they were seeing with legacy ingest concurrency problems.  This caused one of the other catalog-rest nodes to be unable to access the infinispan cache.  This caused all requests to that node to fail. At 3:17PM, an external monitor alerted to an outage of Reverb via both HTTP and HTTPS routes.  This effectively caused 20% of requests to fail through catalog-rest.  The offending node was identified at 3:27PM, and was removed from the catalog-rest cluster.  All catalog-rest requests then succeeded.  External monitor showed Reverb was back at 3:27PM.  Note that this outage did not cause any loss of operational data.
Timeline:
· 15:12 08/16/13 – ECHO Operations began cycling catalog-rest nodes
· 15:17 08/16/13 – external monitor alerted to Reverb outage
· 15:18 08/16/13 – began to investigate cause of outage
· 15:27 08/16/13 – root cause determined, removed offending node from catalog-rest cluster
· 15:27 08/16/13 – external monitor reported Reverb back to available.
· 15:58 08/16/13 – the rest of the catalog-rest nodes was recycled (to address original legacy ingest concurrency issue)
Associated Tickets/NCRs: 
· ECHO_Ops_NCRs 11014138 ‘Catalog Rest node recycle caused operations outage due to infinispan’
Future Mitigation: 
· More closely monitor logs while catalog-rest is recycled.
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