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1 Background


Echo dispatches provider orders to multiple providers using up to 5 concurrent threads. Each thread delivers one order using a SOAP/HTTP transfer to the provider’s endpoint. Once the transfer is complete, the thread becomes available again to dispatch the next queued order. In most cases the preparation and dispatch of an order takes only a few minutes and the order queue remains relatively short or empty.


In the event that a provider’s endpoint is unreachable or there is an error processing the order for the provider (for example, a SOAP fault), Echo delays the order transmission and will automatically requeue the order at a later date based on the provider’s policies.

2 Challenges


Recent network connectivity problems to LPDAAC have shown a limitation with this dispatching method. It was found that a particular network error can cause Echo to open a connection to the provider’s endpoint that does not close or timeout. This causes all 5 dispatch threads to be consumed and “stuck” in a network waiting state. Once this occurs, orders for other providers are no longer dispatched causes orders to queue indefinitely until an operator or system administrator forcefully closes all open connections. While the exact cause of these hung network connections is unknown, it appears to be a rare situation that may have been related to a configuration problem at the ISP level.

3 Proposed Changes

To prevent this situation in the future, Echo order dispatch needs to be more fault tolerant in order to not allow a single provider’s network connectivity problems from stopping the dispatch of all orders for all providers. In order to address the issue, Echo will be modified to:

· Use Spring Web Services client framework to replace the deprecated Axis implementation which will give Echo more control over socket and HTTP timeout configurations.

· Transmit orders in a separate thread so that long running dispatches (i.e. more than 20 minutes) can be aborted or abandoned.

· Notify ECHO operations via email if an order transmission is abandoned.

· Mark the provider as unable to receive orders for their configured retry period.

· Queue the abandoned order for resubmission based on the provider’s configured retry period.

· Automatically queue all futures orders for resubmission based on the provider’s configured retry period while the provider is marked as unable to receive orders.

· Continue to process and dispatch orders for other providers.

These changes will result in the following workflow for order dispatching.  Each possible order dispatching result is listed with the new ECHO response.

1. Order completes successfully (e.g. valid response from provider)

a. Pending order request is deleted

2. Provider responds with an unexpected exception (e.g. null pointer exception SOAP fault)

a. Order retry count is incremented (this may be eliminated in the future)

b. Provider is marked as non-responsive based on the retry interval in the provider policies

3. Provider’s endpoint is unreachable (e.g. connection refused error)

a. Provider is marked as non-responsive based on the retry interval in the provider policies

b. Ops will be notified by Nagios if the issue continues for an extended period of period of time

4. Order dispatching fails to complete a transmission after 30 minutes

a. Provider is marked as non-responsive based on the greater of the retry interval in the provider policies or the ECHO configuration parameter for stuck provider endpoint sockets (currently set to 30 minutes).

b. Ops and the provider will be notified immediately by email

Along with these changes required for fault tolerance, a number of secondary changes will be made to improve the control of order dispatching for providers and operations:

· A flag to disable all order dispatching will be added to the provider policies. Once set, all orders queued for the provider will be automatically queued for retry based on the provider’s configured retry period.

· Pump will be updated to allow this flag to be set.

4 Impact


With these changes in place, if ECHO detects that a provider is not accepting and processing orders quickly enough (i.e. less than 20 minutes), the provider’s orders will be delayed based on the retry period. From a system administration point of view, ECHO may open and abandon a socket connection and thread each time an order dispatch gets into a “stuck” state. Assuming the provider’s retry interval is 1 hour, a maximum of 24 of these sockets could be created per day. Due to Ops monitoring, the situation should be identified and managed before then.


Depending on the type of network problem, there is a chance that the provider could receive the order but not respond within the time limit. In this case, the order may be dispatched twice because it will be queued for retry on the ECHO side. However with the LPDAAC case, the order was never successfully dispatched so this was not an issue.


It is possible that multiple threads could be consumed by a single provider during the abandonment timeout period. In this case, no orders for other providers would be dispatched until one of the threads reaches the timeout and marks the providers as down.

5 Alternatives


Alternative approaches were discussed, including having separate order queues and dispatch threads per provider. However this approach is complicated by the number of providers and the fact that providers can be dynamically added or removed from the system. The current single order queue would need to be a dynamic set of queues that each has their own associated threads. Due to the rarity of this situation, it doesn’t appear to warrant a solution this complex.

6 Viewing Provider Policies


The Provider Policies page will be updated to include the order dispatching state for a provider’s Routing Location.  Order dispatching to a provider’s routing location could be suspended by ECHO if there are network connectivity problems, for example. Providers may also decide to suspend order dispatching to their routing location.  If order dispatching is not suspended  the “Ordering Suspended Until” field in the Routing Location section of the Provider Policies page will show “order dispatching is not suspended”.
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If order dispatching is suspended the date when ECHO will resume order dispatching will be shown in the “Ordering Suspended Until” field. 
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7 Editing Provider Policies

When updating Provider Policies, users will have the option to suspend order dispatching for a configured Routing Location by setting the “Ordering Suspended Until” field.  If order dispatching is not currently suspended a “set date” link will be displayed on the Update Provider Policies page.
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Clicking the “set date” link will display a field which requires users to supply a date. 
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When the date field is displayed, clicking the “clear date” link will indicate the order dispatching should not be suspended for the Routing Location.  If an order suspension date is saved by clicking the “Update” provider policies button, ECHO will suspend order dispatching for the configured Routing Location until the date supplied by the user.

When viewing the Update Provider Policies page, if order dispatching is already suspended the date when ECHO will resume order dispatching will be displayed in the “Ordering Suspended Until” field.  Users will be able to update the value in the date field or resume ordering for their configured Routing Location by clicking the “clear date” link.  The “Update” provider policies button much be clicked to save any changes.
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