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1. Operations Concept

1.1. Background
All reconciliation activities performed by ECHO data providers are currently facilitated through the GetDatasetInformation method within the ECHO API’s DataManagementService.  This method generates an XML file containing the following metadata items and transmits that file via ftp to a configured destination:

· Dataset ID

· ECHO Collection GUID
· ECHO Granule GUID
· Granule UR

· Granule Visibility flag

· Granule Insert Date

· Granule Acquisition Begin & End Date

· Granule Production Date

· Granule Provider Last Update Date

· Granule ECHO Last Update Date

· Granule Online Access URLs

· Granule Online Resource URLs & Types

· Browse URL

· Browse Size

· Browse Provider Last Update

· Browse ECHO Last Update Date

· Browse Insert Date

Providers can specify one collection at a time for reconciliation and have ECHO filter on the following data characteristics to limit the data which is generated by the method.

· Temporal Range – Filters based on production, Acquisition, Insert, and LastUpdate fields.

· AvailableOnline – Filters based on whether granules have an OnlineAccess URL.

· BrowseAvailable – Filters based on whether the granule has an associated browse record.

· VisibleOnly – Filters based on whether the granule’s visibility flag is set to true.

1.2.   General Challenges
The current reconciliation process has historically met the needs of ECHO data partners, but often involves a high level of manual interaction and processing.  There have also been performance issues within ECHO regarding the amount of time it takes to pull and export the metadata from within the ECHO data holdings.  Due to the current required level of effort, providers wishing to perform a full existence check against ECHO’s granule holdings have found it time prohibitive to regularly determine how ‘in-sync’ the ECHO catalog is with their own.  In addition, the metadata which is exported as a part of the GetDataSetInformation method is limited to a finite set of fields.  As a result, the current process will not identify issues in the entire metadata model, and has historically proven to not be sufficient to detect data quality issues within ECHO.  
The following graphs identify specific data quality concerns that have been discovered and resolved over the past year.  The horizontal axis identifies how the quality issues were discovered, while the vertical axis shows how many granules (in thousands) were affected.  CRT refers to the ECS DAAC reconciliation tool, but could be generalized to be the provider reconciliation tools.  This graph does not include the date corruption experienced in April 2007, but that would have been partially identifiable by DAAC reconciliation, but would not have assessed the extensiveness of the issue.
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1.3. Proposed Changes
ECHO will extend its current ingest metadata model to allow for the following ingest-reconciliation models:

· Metadata Verification – A full reconciliation of a metadata item to include verification of all fields.  ECHO will automatically attempt to correct differences within its holdings.

· Inventory Verification – A shortened reconciliation mechanism which will allow for the identification of inventory items which are missing from the ECHO holdings or should no longer be held by ECHO.  Verified inventory items include collections, granules within a specified collection, or browse records associated with granules within a specified collection.
Both of these methods will allow providers to take advantage of Ingest’s parallelized data processing and detailed reporting mechanism.  The ingest schema modifications will only be available to providers using the ECHO 10.0 schema and all changes will be backwards compatible with existing ingest processing functionality.   There are proposed changes to the Ingest report schema which may not be backwards compatible, depending on how providers are processing these reports.  
1.4.   Data Partner Impact

The following sections describe how the proposed functionality in this document will affect data partners.  It is important that data providers utilize the Testbed and/or Partner Test systems in order to verify that there are no unintended consequences associated with this release.  
1.4.1. Metadata Exports

There are no changes to how ECHO processes the ECHO 10.0, ECHO 9.0, or BMGT formatted data associated with this new functionality which will cause current exports to fail processing.  Data Providers not wishing to take advantage of the new reconciliation capabilities, will not need to make any changes to how they export data to ECHO.  Providers who do plan to reconcile their data with the new capabilities, will need to make the changes to their metadata exports as outlined in this document.
1.4.2. Ingest Report Processing

The functionality outlined in this document includes proposed changes to the current Ingest Report schema.  Providers who automatically process these report files should be aware that the changes to the report schema may cause errors in their automated tool.  All information currently being presented in the report will not be modified, however there will be additional error codes and element attributes which providers should be aware of.
1.4.3. BMGT Data Providers

The new capabilities outlined in this document will be available for BMGT providers.  ECHO and ECS development teams have worked closely to synchronize development efforts for this new functionality.  ECS providers will receive an update to the 7.22 release which will include the new BMGT reconciliation capabilities.
1.4.4. ECHO 9.0 Data Provider

The new capabilities outlined in this document will not be available via the ECHO 9.0 Ingest DTDs.  Data Partners will need to upgrade to the ECHO 10.0 schema in order to take advantage of the new reconciliation features.
1.5.   Client Partner Impact

There is no expected impact for client partners.  All functionality changes are specific to the ingest process.
2. Metadata Verification
2.1.   Overview
The new Metadata Verification capability allows ECHO data providers to perform a full validation on all collection and granule metadata records and fields within the ECHO holdings.  For each verified item, ECHO will ensure that every metadata field is correct and will report any inconsistencies discovered.  Full verification on browse metadata items is not currently supported due to the initial requirements for this functionality.  However, if providers have an interest, this is something that ECHO can consider this for a future release.  

In order to utilize this capability, providers must re-export the full collection or granule metadata record, as is generated during normal exports, but with a slightly modified XML structure specifying that the received record should be processed as a verification action.  Sample XML blocks for collections and granules are shown below with the new CollectionVerifications and GranuleVerifications elements.  The respective Collection and Granule elements are repeated as necessary.
<CollectionMetaDataFile>


<CollectionVerifications>


   <Collection>


      …

           </Collection>


   …

</CollectionVerifications>

</CollectionMetaDataFile>
<GranuleMetaDataFile>


<GranuleVerifications>


   <Granule>


      …

          </Granule>


   …

</GranuleVerifications>

</GranuleMetaDataFile>
While verifying a metadata record, ECHO will first determine whether the item exists within ECHO.  If it does not, ECHO will treat the item as a metadata insert and attempt to insert the item into its holdings.  If the record does exist within ECHO’s holdings, then ECHO will perform a detailed comparison of every metadata field and if discrepancies are found ECHO will treat the item as a full metadata replacement and attempt to replace the item in its holdings with the new record.  The results of the verification will then be included in the XML ingest report outlining all issues discovered.
This capability should not be used as a means to identify collections or granules which ECHO does not have within its holdings.  The Inventory Verification capability referenced in the following major section should be used for that purpose.  Exports using this Metadata Verification can be any subset of a providers holdings.
*Note that date value comparisons will initially be carried out to the milliseconds without any leniency.  It may be possible to expand date comparison leniency if needed.
2.2.   Item Errors
Discrepancies discovered during metadata verification will be reported as item errors within the Ingest Report and notification email.  These item errors will use the following error codes which have been added for this new capability.  

· METADATA_MISMATCH – Reported if a metadata field did not match between the ECHO holdings and provider’s verification granule & collection.

· COLLECTION_MISSING – Reported if a collection in the verification listing did not exist in ECHO.

· GRANULE_MISSING – Reported if a granule in the verification listing did not exist in ECHO.

When ingest attempts to insert or replace a metadata record which was found to be missing or invalid during verification, it is possible that the subsequent action will fail due to invalid metadata in the verification record.  The errors that would be reported include all those that are currently reported during normal ingest inserts and updates.  ECHO providers should be sure to analyze the results of a verification export to identify why items have failed.  Sample ingest report error messages are shown below for the three new error codes.
2.2.1. METADATA_MISMATCH Error Message Text

The following item error will be included in the ingest report if a ‘field-level’ mismatch is discovered.
<ItemErrorGroup errorCode=”METADATA_MISMATCH”>


<ItemError itemType=”GRANULE” itemId=”GRANULE_UR” level=”WARNING”>


   <Message>
          EchoGranule.DeleteTime mismatch

          Expected: 2009-01-05T11:53:50.550Z

          Actual  : 2010-01-05T11:53:50.550Z


   </Message>

</ItemError>

</ItemErrorGroup>
The following item error will be included in the ingest report if an ‘object-level’ mismatch is discovered.  An XML representation of the object is included in the message.  An error message has a max length of 1024, so it is possible that the message will be truncated.
<ItemErrorGroup errorCode=”METADATA_MISMATCH”>


<ItemError itemType=”GRANULE” itemId=”GRANULE_UR” level=”WARNING”>


   <Message>
          EchoGranule.AdditionalAttributes mismatch

          Expected: <AdditionalAttributeRef><Name>Name</Name>
                    <Values><Value>1</Value></Values></AdditionalAttributeRef>
          Actual  : [null]


   </Message>

</ItemError>

</ItemErrorGroup>
The following item error will be included in the ingest report if a ‘field-level’ mismatch for an object in a list is discovered.  In this case, the object which has a mismatching field has a unique identifier (additional attributes, online access URLs, etc.).
<ItemErrorGroup errorCode=”METADATA_MISMATCH”>


<ItemError itemType=”GRANULE” itemId=”GRANULE_UR” level=”WARNING”>


   <Message>
          EchoGranule.OnlineAccessUrls mismatch

          OnlineAccesURL.Description mismatch for: http://provider_url

          Expected: Description Text

          Actual  : Incorrect Value


   </Message>

</ItemError>

</ItemErrorGroup>
The following item errors will be included in the ingest report if a mismatch for objects in a list is discovered.  In this case, the objects being compared do not have unique identifiers (online resources, points, etc.) and may produce two messages.  One message will indicate that an item was added to one list and another message indicating that an item was deleted from another.
<ItemErrorGroup errorCode=”METADATA_MISMATCH”>


<ItemError itemType=”GRANULE” itemId=”GRANULE_UR” level=”WARNING”>


   <Message>
          EchoGranule.OnlineResources mismatch

          Expected: <OnlineResource><URL>missing_url</URL><Description>123</Description></OnlineResource>

          Actual  : [null]


   </Message>

</ItemError>

</ItemErrorGroup>

<ItemErrorGroup errorCode=”METADATA_MISMATCH”>


<ItemError itemType=”GRANULE” itemId=”GRANULE_UR” level=”WARNING”>


   <Message>
          EchoGranule.OnlineResources mismatch

          Expected: [null]         

          Actual  : <OnlineResource><URL>extra_url</URL><Description>123</Description></OnlineResource>


   </Message>

</ItemError>

</ItemErrorGroup>

2.2.2. COLLECTION_MISSING Error Message Text

The following item error will be included in the ingest report if a matching collection record was not found within ECHO during verification.
<ItemErrorGroup errorCode=”COLLECTION_MISSING”>


<ItemError itemType=”COLLECTION” itemId=”COLLECTION_ID” level=”WARNING”>


   <Message>
          Collection was missing from ECHO.  An insert attempt will be made for this collection.


   </Message>

</ItemError>

</ItemErrorGroup>

2.2.3. GRANULE_MISSING Error Message Text

The following item error will be included in the ingest report if a matching granule record was not found within ECHO during verification.
<ItemErrorGroup errorCode=”GRANULE_MISSING”>


<ItemError itemType=”GRANULE” itemId=”GRANULE_UR” level=”WARNING”>


   <Message>
          Granule was missing from ECHO.  An insert attempt will be made for this granule.


   </Message>

</ItemError>

</ItemErrorGroup>
2.3.   Report & Notification Changes

The new verification activity will be reflected in the processing totals and item errors reported in the Ingest Report and provider notification email.  In order to record the verification actions that are performed, the collection and granule processing totals will have a new attribute entitled “verifications.”  This attribute will include the number of verification items that were processed, including both successful and unsuccessful verifications.   The processingTotals attribute will also include an accounting of the verification actions.  Sample processing totals which are included in the Ingest report and notification email are shown below for three possible outcomes.

2.3.1. Successful Verification

The following processing totals will be included in an ingest job report and provider notification email for a successful verification of 1000 collection and 1000 granule items.

   <ProcessingTotals>

      <CollectionProcessingTotals processed=”1000” inserted=”0” replaced=”0” updated=”0” deleted=”0” rejected=”0” verifications=”1000” inventories=”0”/>

      <GranuleProcessingTotals processed=”1000” inserted=”0” replaced=”0” updated=”0” deleted=”0” rejected=”0” verifications=”1000” inventories=”0”/>

      <BrowseProcessingTotals processed=”0” inserted=”0” replaced=”0” updated=”0”  deleted=”0” rejected=”0” verifications’0” inventories=”0”/>

   </ProcessingTotals>

2.3.2. Mismatches & Missing Items with No Insertion/Replacement Errors
The following processing totals will be included in an ingest job report and provider notification email for a verification of 1000 collection and 1000 granule items where each metadata type had 200 missing items and 200 mismatches.  There were no subsequent failures while inserting and replacing these 400 items.

   <ProcessingTotals>

      <CollectionProcessingTotals processed=”1400” inserted=”200” replaced=”200” updated=”0” deleted=”0” rejected=”0” verifications=”1000” inventories=”0”/>

      <GranuleProcessingTotals processed=”1400” inserted=”200” replaced=”200” updated=”0” deleted=”0” rejected=”0” verifications=”1000” inventories=”0”/>

      <BrowseProcessingTotals processed=”0” inserted=”0” replaced=”0” updated=”0”  deleted=”0” rejected=”0” verifications’0” inventories=”0”/>

   </ProcessingTotals>

2.3.3. Mismatches & Missing Items with Insertion/Replacement Errors
The following processing totals will be included in an ingest job report and provider notification email for a verification of 1000 collection and 1000 granule items where each metadata type had 200 missing items and 200 mismatches. There were 100 subsequent failures for each metadata type while inserting the missing 200 items.

   <ProcessingTotals>

      <CollectionProcessingTotals processed=”1400” inserted=”100” replaced=”200” updated=”0” deleted=”0” rejected=”100” verifications=”1000” inventories=”0”/>

      <GranuleProcessingTotals processed=”1400” inserted=”100” replaced=”200” updated=”0” deleted=”0” rejected=”100” verifications=”1000” inventories=”0”/>

      <BrowseProcessingTotals processed=”0” inserted=”0” replaced=”0” updated=”0”  deleted=”0” rejected=”0” verifications’0” inventories=”0”/>

   </ProcessingTotals>

3. Inventory Verification
3.1.   Overview
The new Inventory Verification capability allows ECHO data providers to compare a full listing of collection, granule, or browse metadata items between ECHO and their holdings.  For each metadata item type, ECHO will perform a two-way comparison for the listing of received items against its holdings.  Items which are included in the verification package, but missing in ECHO, will be reported along with items which are in the ECHO holdings, but missing from the verification package.  Inventory verification of granules should include a listing of all granules within a single collection.  Inventory verification of browse should include a listing of all browse files associated with granules in a specific collection. 

In order to utilize this capability, providers must export the full collection, granule, or browse listings in the following XML structure which includes the required elements for uniquely identifying a metadata record.  Sample XML blocks for collection, granule, and browse inventory verification are shown below with the new CollectionInventory, GranuleInventories, and BrowseInventories elements.  The respective CollectionRef, GranuleInventory, and BrowseInventory elements are repeated as necessary.
<CollectionMetaDataFile>


<CollectionInventory>


   <CollectionReferences>
          <CollectionRef>

             <ShortName></ShortName>


  <VersionId></VersionId>

          </CollectionRef>
          <CollectionRef>

             <DataSetId></DataSetId>

          </CollectionRef>

      …

           </CollectionReferences >

</CollectionInventory >

</CollectionMetaDataFile>
<GranuleMetaDataFile>


<GranuleInventories>


   <GranuleInventory>
          <CollectionRef>…</CollectionRef>
          <GranuleURs>

             <GranuleUR>GRANULE_UR</GranuleUR>

             …

          </GranuleURs>
          </GranuleInventory>


   …

</GranuleInventories>

</GranuleMetaDataFile>
<BrowseMetaDataFile>


<BrowseInventories>


   <BrowseInventory>
          <CollectionRef>…</CollectionRef>

          <ProviderBrowseIds>

             <ProviderBrowseId>BROWSE_ID</ProviderBrowseId>

             …

          </ProviderBrowseIds>
          </BrowseInventory>


   …

</BrowseInventories>

</BrowseMetaDataFile>
3.2.   Item Errors

As described previously, while verifying a collection, granule, or browse inventory ECHO will identify discrepancies including items which are missing from or should not exist in the ECHO holdings.  No corrective actions will be taken as a part of the verification.  Discrepancies discovered during inventory verification will be reported as item errors within the Ingest Report and notification email.  These item errors will use the following error codes which have been added for this new capability.  

· COLLECTION_MISSING – Reported if a collection in the verification listing did not exist in ECHO.

· COLLECTION_UNEXPECTED – Reported if ECHO has a collection which is not in the verification listing.

· GRANULE_MISSING – Reported if a granule in the verification listing did not exist in ECHO within the specified collection inventory.
· GRANULE_UNEXPECTED – Reported if ECHO has a granule within the specified collection which is not in the verification listing. 
· BROWSE_LINK_MISSING – Reported if a browse record in the verification listing did not exist in ECHO associated to the specified inventory collection or granules within that collection.
· BROWSE_ LINK_UNEXPECTED – Reported if ECHO has a browse record associated with a granule in the specified collection, or the collection itself, which is not in the verification listing.

Sample ingest report error messages are shown below for the new error codes.
3.2.1. COLLECTION_MISSING Error Message Text

The following item error will be included in the ingest report if a matching collection record was not found within ECHO during inventory comparison.
<ItemErrorGroup errorCode=”COLLECTION_MISSING”>


<ItemError itemType=”COLLECTION” itemId=”COLLECTION_ID” level=”CRITICAL”>


   <Message>
          Inventory mismatch:  [Collection] V[1] was not found in ECHO.


   </Message>

</ItemError>

</ItemErrorGroup>

3.2.2. COLLECTION_UNEXPECTED Error Message Text

The following item error will be included in the ingest report if an extra collection record was found within ECHO during inventory comparison.
<ItemErrorGroup errorCode=”COLLECTION_UNEXPECTED”>


<ItemError itemType=”COLLECTION” itemId=”COLLECTION_ID” level=”CRITICAL”>


   <Message>
          Inventory mismatch:  [Collection] V[1] exists in ECHO, but was not in the supplied inventory.


   </Message>

</ItemError>

</ItemErrorGroup>
3.2.3. GRANULE_MISSING Error Message Text

The following item error will be included in the ingest report if a matching granule record was not found within ECHO during inventory comparison.
<ItemErrorGroup errorCode=”GRANULE_MISSING”>


<ItemError itemType=”GRANULE” itemId=”GRANULE_UR” level=”CRITICAL”>


   <Message>
          Inventory mismatch:  [Granule UR] does not exist in collection [Collection] V[1].


   </Message>

</ItemError>

</ItemErrorGroup>

3.2.4. GRANULE _UNEXPECTED Error Message Text

The following item error will be included in the ingest report if an extra granule record was found within ECHO during inventory comparison.
<ItemErrorGroup errorCode=”GRANULE_UNEXPECTED”>


<ItemError itemType=”GRANULE” itemId=”GRANULE_UR” level=”CRITICAL”>


   <Message>
          Inventory mismatch:  [Granule UR] exists in [Collection] V[1], but was not in the supplied inventory.

   </Message>

</ItemError>

</ItemErrorGroup>
3.2.5. BROWSE_LINK_MISSING Error Message Text

The following item error will be included in the ingest report if a matching browse record was not found within ECHO during inventory comparison.
<ItemErrorGroup errorCode=”BROWSE_LINK_MISSING”>


<ItemError itemType=”BROWSE” itemId=”BROWSE_ID” level=”CRITICAL”>


   <Message>
          Inventory mismatch:  [Browse ID] is not currently linked to collection [Collection] V[1] or any of the collection’s granules.


   </Message>

</ItemError>

</ItemErrorGroup>

3.2.6. BROWSE _ LINK_UNEXPECTED Error Message Text

The following item error will be included in the ingest report if an extra browse record was found within ECHO during inventory comparison.
<ItemErrorGroup errorCode=”BROWSE_LINK_UNEXPECTED”>


<ItemError itemType=”BROWSE” itemId=”BROWSE_ID” level=”CRITICAL”>


   <Message>
          Inventory mismatch:  [Browse ID] is currently linked to collection [Collection] V[1] or any of the collection’s granules, but was not in the supplied inventory.

lied inventory.


   </Message>

</ItemError>

</ItemErrorGroup>

3.3.   Report & Notification Changes

The new inventory verification activity will be reflected in the processing totals and item errors reported in the Ingest Report and provider notification email.  In order to record the number of inventories reconciled, the collection, granule, and browse processing totals will have a new attribute entitled “inventories.”  This attribute will include the number of complete inventories items that were processed.  This does not include the number of complete inventory items which were compared.  For instance, if an ingest file contains 100,000 granules for a single collection, the “inventories” attribute will have a value of 1, not 100,000.  ECHO providers should be sure to analyze the results of an inventory reconciliation to identify why items have failed. Sample processing totals which are included in the Ingest report and notification email are shown below for two possible outcomes.
3.3.1. Successful Verification

The following processing totals will be included in an ingest job report and provider notification email for a successful verification of a provider’s 1000 collections, 3 granule inventories, and 3 browse inventories.  Note that the collection processing totals’ value for the new inventories attribute will always be 1 since there is only one inventory of collections.
   <ProcessingTotals>

      <CollectionProcessingTotals processed=”1” inserted=”0” replaced=”0” updated=”0” deleted=”0” rejected=”0” verifications=”0” inventories=”1”/>

      <GranuleProcessingTotals processed=”3” inserted=”0” replaced=”0” updated=”0” deleted=”0” rejected=”0” verifications=”0” inventories=”3”/>

      <BrowseProcessingTotals processed=”3” inserted=”0” replaced=”0” updated=”0”  deleted=”0” rejected=”0” verifications=”0” inventories=”3”/>

   </ProcessingTotals>

3.3.2. Inventory Verification with Rejections
The following processing totals will be included in an ingest job report and provider notification email for a verification of a provider’s 1000 collections, 3 granule inventories, and 3 browse inventories, where 1 of each of the granule and browse inventories referenced invalid collections.

   <ProcessingTotals>

      <CollectionProcessingTotals processed=”1” inserted=”0” replaced=”0” updated=”0” deleted=”0” rejected=”0” verifications=”0” inventories=”1”/>

      <GranuleProcessingTotals processed=”3” inserted=”0” replaced=”0” updated=”0” deleted=”0” rejected=”1” verifications=”0” inventories=”2”/>

      <BrowseProcessingTotals processed=”3” inserted=”0” replaced=”0” updated=”0”  deleted=”0” rejected=”1” verifications=”0” inventories=”2”/>

   </ProcessingTotals>

4. Ingest Processing Order 

The Ingest processing order will remain unchanged for existing ingest capabilities.  The new reconciliation actions will occur after all regular ingest activities within a job.  The new Ingest processing order is as follows:
1. Browse inserts/replacements

2. Collection inserts/replacements

3. Collection partial deletes

4. Collection partial updates

5. Collection deletes

6. Granule inserts/replacements

7. Granule partial deletes

8. Granule partial updates

9. Granule deletes

10. Browse deletes

11. Collection verifications (Long form verification)

12. Granule verifications (Long form verification)

13. Collection existence checks (Short form verification)

14. Granule existence checks (Short form verification)

15. Browse existence checks (Short form verification)
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